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Abstract— Traceroute is usedheavily by network operatorsand
reseachers to identify the IP forwarding path from a source to
a destination. In practice, knowing the Autonomous System(AS)
associatedwith each hop in the path is also quite valuable. In
previous work we showed that the IP-to-AS mapping extracted
from BGP routing tablesis not suf cient for determining the AS-
level forwarding paths[1]. By comparing BGP and traceroute AS
paths from multiple vantage points, [1] proposedheuristics that
identify the root causesof the mismatchesand x the inaccurate
IP-to-AS mappings. Theseheuristics, though effective, are labor-
intensive and mostly ad hoc. This paper proposesa systematic
way to construct accurate IP-to-AS mappings using dynamic
programming and iterati ve impr ovement. Our algorithm reduces
the initial mismatch ratio of 15% betweenBGP and traceroute
AS paths to 5% while changing only 2.9% of the assignmentsin
the initial IP-to-AS mappings. This is in contrast to the results
of [1], where 10% of the assignmentswere modied and the
mismatch ratio was only reduced to 9%. We show that our
algorithm is robust and can yield near-optimal resultseven when
the initial mapping is corrupted or when the number of probing
sourcesor destinationsis reduced.Our work is a key steptowards
building a scalableand accurate AS-level traceroute tool.

I. INTRODUCTION

Traceroutds widely usedto detectrouting problems,char
acterizeend-to-endpaths,and discover the Internettopology
Traceroutesendsa seriesof TTL-limited probestoward a
targetdestinationandreportsthe interfaceson the forwarding
path and the round-trip time for eachhop. In Figure 1, the

rst columnshaws the outputof the tracerouteto CNN's web

site. This is invaluableto network operatorsand researchers.

For example, network operatorsuse tracerouteto identify
forwarding loops, blackholes,routing changes,unexpected
pathsthroughthe Internet,and the end-to-endateng. Upon
detectinga routing or performanceanomaly operatorsneed
to identify the AutonomousSystem(AS) responsiblefor the
problem.The secondandthird columnsof the Figure1 denote
the AS information of the routersalong the forwarding path.
Inaccuraténformationaboutthe ASesalongthe pathleadsto
delaysin identifying and correctingthe problem.In addition,
researchstudiesbasedon AS pathsor graphsderived from
traceroutedependon having an effective way to map the
traceroutedatato an AS-level forwarding path.

However, determiningthe AS-level forwarding path is an
inherently dif cult problem, due to the operational reali-
ties of today's Internet. Corventionalapproachehave mary
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Fig. 1. Exampletracerouteoutputwith AS informationto www.cnn.com.

limitations. First, the AS path adwertisedvia BGP (Border
Gatavay Protocol) could be usedas an estimateof the AS-
level forwardingpath.However, the AS pathtraversedoy BGP
updatemessagesnay differ from the forwarding path due to
route aggregation and routing anomaliessuch as de ections.
Network operatorswant to know when thesekinds of dif-
ferencesoccur in practice.Second,eachIP-level hop in the
traceroutepath could be mappedto an AS numberby using
anlInternetroutingregistry (e.g., “NANOG traceroute’[2] and
prtraceroutd3]). However, the registriesare often out-of-date
or incomplete A third alternatie is to usethe origin AS—the
AS that initially announcedhe pre x—extractedfrom BGP
routing tables.Thoughthis informationis more accurateand
complete,the approachalso haslimitations such as multiple
origin AS's (MOAS's [4]), routeaggrayation,andunannounced
addresdlocks.For instancefor the fth hop of thetraceroute
example in Figure 1, both the whois addressregistry and
the BGP table return AS25 as the owner AS. However, we
will shaw later that this hop is an exchangepoint actually
belongingto AS11423.

Basedon extensve measurementsprevious work [1] dis-
coveredthat a large fraction (around15%) of the traceroute
pathsdid not matchthe correspondind3GP paths.They found
that most discrepanciedetweenthe BGP and tracerouteAS
paths stemmedfrom inaccuraciesin the IP-to-AS mapping
applied to the traceroutedata. They proposedheuristicsto
identify the root causesf the mismatchesand x inaccurate
IP-to-AS mappingsbasedn the comparisorof alarge collec-
tion of BGP andtraceroutgpathsfrom multiple vantagepoints.



The earlierwork concentratedn a setof “explanations, each
of which couldaccountfor the differencesdetweermmary pairs
of BGP andtracerouteAS paths.Theseexplanationsbuilt on
anunderstandingf commonoperationapracticessuchasthe
presencef InterneteXdange Points (IXP's), wheremultiple
AS's connectto exchangeBGP routesand datatrafc. Note,
however, we do not expect the BGP path to always match
the traceroutepath,asthey may differ dueto reasonsuchas
routing anomalies.

Theheuristicsproposedn [1] have severallimitations. First,
they are laborintensie. They rely on collecting a large set
of tracerouteprobes,relevant BGP update messagesBGP
routing tables, and reverse DNS lookups. Becausemost of
the heuristicswere basedon the fan-in and fan-out counts
of the mismatchedAS's, the accurag of the resultscan be
greatlyaffectedby the numberanddiversity of datacollection
locations,asshavn in the comparisorbetweer vs. 8 vantage
points.

Secondtheheuristicsdepencdn certainoperationatealities
which arguably could changeover time. For instance jncom-
plete pathscannotbe resoled usingthe heuristicsproposedn
[1]. However, incompletetraceroutepathsare not uncommon,
as some routersdo not return ICMP replies. Currently the
numberof such pathsis 6-15% of the total, but this could
increase.

Third, the rulesin [1] for correctingmismatchesare very
liberal. Technicallyan IP-to-AS mappingassignsa setof AS's
to a given pre x, althoughthat setis often a singleton.In
the heuristicsof [1], no AS is ever deletedfrom the original
assignmento apre x. In addition,pre x esidenti ed asIXP's
aremappedo the setof all AS's, which meansthat we allow
the IXP's to matchany AS. Also, if two AS's areidenti ed
as “siblings”, thenif eitheroneis assignedo a given pre x
then both are. Theserules thus do not always yield accurate
and realistic mappings,and can gloss over distinctions that
might otherwisebe deducedsuchasthe preciseset of AS's
that connectto an IXP.

In contrastto previous work, we take a more systematic
approachto correcting inaccuratelP-to-AS mappings. We
retain the assumptionsof [1] that (i) the AS-level routing
and forwarding paths usually match and (ii) the IP-to-AS
mappingderivedfrom the BGProutingtablesis mostlycorrect.
Our algorithmidenti es a small numberof modi cations to
the initial 1P-to-AS mapping that signi cantly improve the
match rate. Comparedto the heuristicsin [1], we use a
more powerful notion of “matching” and attemptto derive
informationfrom pairsof tracerouteandBGP pathsevenwhen
somemismatchesre unasoidableunderthe currentmapping.
The unavoidableerrors (de ned later) are due to inaccurag
in IP-to-AS mappingsor legitimate reasonssuch as routing
anomaliesor aggreation. To determinethe unasoidablemis-
matcheswe usedynamicprogrammingto compute for each
pair of a traceroutepath and the correspondingBGP path, a
matching betweenelementsof the two pathsthat minimizes
the numberof mismatchedor that pair Basedon summary
informationfrom the setof optimalmatchingswe thenchange
the mappingso asto reducethe numberof unavoidableerrors,
subjectto constraintsintendedto keepthe mappingrealistic

andforce the procesgo corverge when appliediteratively.

Whenappliedto theinitial IP-to-AS mappingderived from
BGP tables,our algorithmreducesghe fraction of mismatched
paths from 15% to 5%, while only changing2.9% of the
assignments theinitial IP-to-ASmapping.Thisis in contrast
to the results of [1], where 10% of the assignmentavere
modi ed and the fraction of mismatchedpaths was only
reducedto 9%. We shav that our algorithm is robust and
canyield nearoptimal resultseven when the initial mapping
is corruptedor when one reducesthe number of probing
sourcesor destinationsand hence has fewer pairs to work
with. This is dueto the fact that we modify the mappingsto
correctthe errorsin the initial mappingsby directly modeling
the errorsinto the problem. For instance,when we reduce
the set of destinationsrandomly so that fewer probes
are needed,we obtain a mapping that is almost as good
as the one obtainedusing the full set. This is becauseour
initial measurementsover alarge numberof destinationsvith
similar AS paths Moreover, our algorithmproducesnore ne-
grained mappingsthan the one derived in [1], for instance
retainingmore singletonassignmentsnd providing a clearer
picture of the precisesetof AS's connectedo a given IXP.

The rest of the paperis organizedas follows. Sectionl|
overviews our datacollectionmethodologyIn Sectionlll, we
formalize the problemof nding the numberof unavoidable
mismatcheaundera speci ed IP-to-AS mappingfor a given
path pair, and obsere that a matching having only this
numberof mismatcheganbe found ef ciently usingdynamic
programming.(The details of the algorithm are presentedn
Appendix A.) SectionlV givesour procedurefor improving
an IP-to-AS mapping once we have computedthe optimal
matchingsfor all the pairs of tracerouteand BGP paths.We
thoroughly evaluate the effectivenessand accurag of this
approachin SectionV, which also examinesits robustness
and proposesa techniqueto reducethe number of trace-
route probings neededto constructIP-to-AS mappings.In
Section VI we discusshow the changesintroducedby our
constructednappingscan at leastbe partially validatedusing
publicly available information and local con guration data.
Finally, we discussrelatedwork in SectionVIl andconclude
in SectionVIIl with a summaryof our contritutions and a
discussionof ongoingresearch.

I1. DATA COLLECTION

Designinga useful “AS-level traceroute”tool dependson
having an accurateway to map the IP addresse®f network
equipmentto the administeringAS's. In this work, we focus
on systematicallyconstructingan accuratelP-to-AS mapping
which canbe usedasinput of AS-level traceroutetool.

We reusethe tracerouteprobes BGP updatemessage8GP
routing tables,and reverse DNS lookupsfrom eight vantage
points (Table 1) that were collectedin [1]. The sites were
chosenbasedon their topologicaldiversity and the ability to
collect both tracerouteand BGP updatedata.

The datacollectionmethodologyis summarizechere,while
the detailscanbe found in [1]. Startingwith a list of routing
table entries, we rst identify the pre xes that cover the



Organization Location Datesin 2003 Upstream Provider Compared

(AS Number) Pre xes
AT&T ResearcAS 6431) NJ, USA June6-9 UUNET (701), AT&T (7018) 118345
UC Berkelgy (AS 25) CA, USA June6-8 Qwest(209), Level 3 (3356) 112120
PSGhomenetwork (AS 3130) [ WA, USA April 30- May 8 | Sprint(1239), Verio (2914) 117195
Univ of Washington(AS 73) WA, USA June4-8 Verio (2914),Cable& Wireless(3561) 121660
ArosNet (AS 6521) UT, USA May 1-6 UUNET (701) 117323
Nortel (AS 14177) ON, Canada May 1-6 AT&T Canada(15290) 117966
Vineyard.NET (AS 10781) MA, USA June4-9 UUNET (701), Sprint (1239), Level 3 (3356) 113114
PeakWeb Hosting (AS 22208) | CA, USA May 1-8 Level 3 (3356), Global Crossing(3549), Teleglobe (6453) 110388

TABLE |
EIGHT VANTAGE POINTS TO COLLECT TRACEROUTE AND BGP PATHS.

Extracted | Origin MOAS

Pre xes AS's Pre xes

AS 6431 120997 | 15105 0
AS 25 124202 | 15213 0
AS 3130 121054 | 15086 0
AS 73 123583 | 15194 0
AS 6521 121096 | 15099 0
AS 14177 121135| 15104 0
AS 10781 121669 | 15103 0
AS 22208 125050 | 15136 0
RouteVews 134095 | 15294 860
RIPE(00-08) 128960 | 15328 3400
SingAREN 6744 862 25
Potaroo 142348 | 16112 211
Verio 105381 | 13778 116
AT&T 128411 | 15171 109
Combined 203698 | 16367 8827

TABLE Il

BGP TABLES FOR |P-TO-ASMAPPING AROUND MAY 2003

routableaddresspaceandthenselecttwo IP addressewithin
eachpre x for tracerouteprobing. For eachlIP addresswe
measurethe forwarding path with tracerouteand extract the
BGP AS path from the routing table of the border router
We also collected BGP updatesin MRT format through a

BGP sessionwith the sameborder router We preprocessed

the tracerouteand BGP pathsby discardingpathswith BGP
routing changesprivate AS numbersapparentAS loops,and
Null AS paths.Thesewere fewer than 0.6% of the total.

The eight tracerouteand BGP data sets were collected
betweenMay and Junein 2003. Table | provides detailson
thesesets.The numberof pre x esobsenedfrom eachvantage
point variesfrom 110K to 120K.

We construct an original mapping by combining BGP
routing tablesfrom multiple locations(listed in Tablell) and
extracting the last hop in the AS path (the “origin AS”) for
eachentry. Thereareover 200K pre x es,alongwith over 16K
origin AS's. The mappingassigndo eachpre x the origin AS
for it, or thesetof origin AS's, if thereis morethanone.About
5% of the pre xesmappedo multiple origin AS's (MOAS'S),
with asmary as5 origin AS's assignedo somepre xes.

I1l1. EVALUATING IP-TO-AS MAPPINGS

In this sectionwe discussour approactto evaluatinga given
mappingof IP pre xesto AS's by measuringhow consistent
it is with our given setof traceroute-BGRpath pairs.

Basedon the discussiorin the previous section,a mapping
canbe describedby aset  of IP pre xesand, for each
, anon-emptyset of AS's. Most suchsetswill be
of sizel, althoughlarger setsare possibleif correspondso
aMOAS. Theset is assumedo be completein thatevery
IP addresshasat leastonepre x in . For ary IP address
, let be the longestpre x in that matches . To
simplify our notationin whatfollows, we extendthe de nition
of to IP's by letting standfor
Considera traceroute-BGPpath pair
is asequencef IP'sand
is a sequenceof AS's. A function
is a matdiing for and if ,
. (Implicitly, we alsoview asmatching with
.) Given a mapping , the error of a given matching
and is

, Where

for

Notethatthereis a penaltyof 1 bothfor matchinganIP  to
an AS notin andfor failing to matchary IP to an AS
that precedeghe last matchedAS in . We do notimpose
a penaltyfor failing to matchAS's after the last matchedAS
sincetraceroutepathscan often be truncateddue to timeouts,
etc.
The unavoidableerror
is de ned to be

for mapping and pair

is a matchingfor
A mapping is said to be consistentwith a pair if
. This suggestgwo metrics for evaluating the
quality of a mapping

1) , the total numberof pairswith
which is consistentand

2) , the total numberof unasoidableerrors
for

In this paperwe shall considerboth metrics. Their evalu-
ation is facilitatedby the fact that we can compute
efciently using dynamic programming.In particular given
, and , we canin time nd amatching such

. The detailsof the algorithm are

that



providedin AppendixA. Whenthereis morethanoneoptimal
matching , we breaktiesin favor of the onethatmatchedP's
to the last possibleAS in the path. This is motivatedby the
obsenationthat mismatcheshat occurtowardsthe endof the
AS path due to aggreyation should be resohed by mapping
the IP addressn questionto the customemetwork, i.e., to the
AS later in the path.

The running time bound is quite small in our
contt, given that the averagevaluesof and are 3.8
and 7.4 respectiely, with the maximum valuesencountered
being 11 and 25. The algorithm takes only 0.2 milliseconds
to complete for each traceroute-BGPpair on a 900 Mhz
SparcprocessarHowever, to considerthe entire data set —
1,860,448pairs, it takes more than 6 hours. Running the
algorithms on more vantagepoints and experimentingwith
different threshold values of the rules require even longer
runningtime. This provides a strong motivation for reducing
the dataneededto obtain accurateresults,as discussedater
in SectionV.

As an illustration of the effectivenessof the dynamic
programmingapproachg¢onsidemwhathappensvhenwe apply
it to the initial mapping obtainedfrom the BGP tables (in
Table Il) with the entire dataset of about1.8 million pairs.
Whereaghe heuristicsin [1] wasonly ableto identify roughly
79% of thesepairsasconsistentwe nd that85.3%of them
are. (A major factor in this improvementwas our success
in handling pairs with truncatedtraceroutepaths,which the
heuristicsof [1] could not dealwith at all.) Whenwe apply
our approachusingthe heuristicallyoptimizedmappingbased
on the heuristicspresentedn [1] to the full dataset,we nd
that 90.7% of the pairs are consistent.This gure is much
closerto the gure reportedin [1], roughly 91%, but that
gure ignoredthe resultsfor several classeof defectve pairs
dueto problemsin traceroutewhile we includethembecause
our dynamic programmingalgorithm allows us to deal with
the defects,even though most continueto have unavoidable
errors.For the rst mapping,the total numberof unasoidable
errorswas410,357while for thesecondt was265,459 which
in both caseswasroughly 1.5 errorsper inconsistentair.

IV. IMPROVING IP-TO-AS MAPPINGS

Our dynamic programming algorithm, by producing an
optimal matchingfor eachpair, can also be usedto improve
the mappingby helpingusidentify placeswherethe mapping
is accurate For example,the mappingfrom the BGP tables
assigngre x 154.54.10.0/240 AS2149,but in the 7972pairs
in which an IP addressappeardor which this is the longest
pre x in , ouroptimalmatchingsever matchit to AS2149,
but matchit to AS17491.8% of the time (even thoughthere
is a penaltyinvolved). This suggestghat the actualmapping
should have beento the latter AS. Indeed,if we changethe
mappingaccordingly the optimal matchingsfor the relevant
pairs now match 154.54.10.0/24with AS174 100% of the
time!

In this paper we considera simple schemefor improving
mappingsby systematicallyexploiting the information from
our optimal matchings.Other schemesare possible,but the

currentresultsalreadyshav signi cant improvementover the
previous approachand provide a startingpoint for othermore
sophisticatedules. Supposewe are given a mapping , the
resultsof computingoptimal matchingsunder for all pairs
, and a subsetof the pre xes designatedas con rmed
MOAS's (typically con rmed by externaldata).We “improve”
asfollows.

Say a pair is good if . We restrict
attentionto thosepre xes thatfail to matchwith a member
of in atleastonegoodpair. (Thereis no needto change

for the other pre x es.) For eachpre x , let
denotethe setof all IP addressesvhoselongestpre x in
is , andlet denotethe numberof good pairs involving
membersof . For eachAS |, let be the number
of good pairsin which our dynamicprogrammingalgorithm
matchesa memberof ~ with . Let bethe AS currently
assignedo thathasthe smallestvalueof (tiesbroken
arbitrarily), and let , the fraction of the good
pairsin which is matchedto . Similarly, let bethe AS
not assignedo that hasthe largestvalue of , andlet
, the fraction of the good pairsin which is
matchedto . Apply the rst of the following four rulesthat
is relevant (and only that rule) to

Rule 1: Delete from MOAS-pair
If , isnotaconrmed MOAS, and ,
delete from , makingit a singleton.

Rule 2: Replacea singleton

If is a singletonand

Rule 3: Createa MOAS-pair
If is a singletonand
A(x), makingit a pair.

Rule 4: Add to MOAS

If and , add

Note that all the rules that add items to must of
necessityreducethe numberof unavoidable errors. The rule
that deletesitems can increasethe numberof errors, but is
includedso asto reducethe probability of creating ctitious
MOAS:'s. Similarly, the thresholdratiosfor additionsto
restrainthe creationand expansionof MOAS's. (If for every

we let bethe setof all AS's, we would geta mapping
with no unavoidableerrors,but this would provide no insight
into the true correspondencbetweenpre xesandAS's.) The
particularthresholdsin the ruleswere chosenwith the above
goalsin mind andafterlooking at the resultsfrom preliminary
matchings.Although the precisevaluesof the thresholdsare
someavhat arbitrary the resultsobtainedusing them indicate
that they are quite effective. An obvious questionfor future
researchis whether ne-tuning thesethresholdscan lead to
even bettermatchings.

The abore schemecan only increasethe size of by
one. This is motivatedin part by the conserative arguments
of the previous paragraphbut alsoby the factthatwe envision
applyingthe schemadteratively, with correctionsmadein one
step helping to prevent mistales in later ones.Here is the
iterative procedurewe use:

1) Let beour initial mapping.
2) Repeatuntil done:

, set

,add to

to



a) Computeoptimal matchingsfor the current map-
ping andall traceroute-BGRpath pairs.

b) Apply the improvementschemeto

c) If remainsunchangedyve are done.

3) Foreachprex with , addto all those
AS's thatwerematchedto morethan 2% of the time
andmorethan 10 times.

Note that, given the rulesin the schemeijt is unlikely that
morethan 10 iterationsof the innerloop will be neededThis
is becausehe last rule is the onethatis mostlikely invoked
over multiple iterations,and it cannotbe invoked more 10
times given the thresholdvalue, unlessary deletion occurs.
The nal stepis designedo expandtheidenti ed MOAS's of
sizegreaterthan? to includemostof the likely candidatedor
membershipThisis still farmorerestrictive thanthe heuristics
usedin [1], which assumedhat for every pre x  identi ed
asa MOAS, containedall the AS's.

In the next sectionwe will discusshow the above procedure
performsgiven various choicesfor the starting mappingand
the setof traceroute-BGmath pairs.

V. EXPERIMENTS
A. Experimentselectionand design

In this section,we thoroughlyevaluatethe effectivenessand
accurag of the dynamic-programmindpasedapproacton the
datasetin Table I. The results of sereral experimentsare
discussedo show its robustnessagainstthe changesin the
initial mappingaswell asthereductionin the numberof BGP
andtraceroutepath pairs. The former analysisis importantas
it may be dif cult to collect BGP tablesfrom a large number
of vantagepointsto constructa completeand accurateinitial
mapping.The latter evaluationis critical for a practical AS-
level traceroutetool, asone cannotafford to do large amounts
of probing.

Tablelll illustratesthe experimentaldesignspacealongthe
dimensionsof (1) initial mappingand (2) set of traceroute-
BGPpathpairs.In thebasecasefor theinitial mappingwe use
the mappingobtainedfrom the large collection of BGP tables
shavn in Table Il and describedin Sectionll. The second
option for the initial mappingis the “heuristically optimized”
mapping obtainedin [1] using ad-hoc heuristics. The third
option is obtainedby randomly deleting the assignmentgor
10% of the pre xes in the BGP-table-basednapping and
insteadinitially assigningtheseto a non-eistent AS, thus
simulating the effect of addednoise and inaccurag in the
initial mapping.

The basecasefor traceroutepairs containsall 1.8 million
pairs from our original set. To study the robustnessagainst
smallerdatasets,our secondandthird casesusesmallersets

obtainedby deletingall pairswith certainsources/destinations.

More details on the constructionof these subsetswill be
presentedvhenwe describethe relevant results.

The pre xesin theinitial BGP tableshave varying lengths.
Among the 200K pre x es,more than them have length
of 24 or longer For the purposeof applyingour dynamicpro-
grammingalgorithm and improvementschemewe subdvide

traceroute-BGP pairs
Initial mapping Full Omitting Omitting
BGP Tables— dataset | Sources | Destinations
Unmodi ed DP-BGP | DP-OS DP-OD
Heuristically Optimized | DP-HO - -
Omitting Assignments | DP-OM
TABLE I

EXPERIMENT DESIGN SPACE AND SELECTED EXPERIMENTS

in the traceroutedatainto /24's with one exceptiondescribed
belon. The imposedlimit at length 24 is motivated by the
fact that most ISP's Iter out pre xeslonger than /24. This

ner-grainedpatrtition of the IP-addresspaceis motivatedby

the hope of allowing the mappingto accountfor the effects
of addressaggrayation.A large supernetfor instancethe one
correspondingo a /16 pre x, might be assignedo a single
AS by our initial mapping while it matchesmultiple AS's

whenwe correlatetraceroutepathswith the BGP AS paths.If

we divide the /16 into the corresponding24's, the con icting

assignmentsnay be signi cantly reducedwithout having to

createnew MOAS's — each/24 might matchto a single AS

in most of the pairs (althoughdifferent/24's might matchto

different AS's).

The initial mappingfor the newly created/24'sis inherited
from the mappingfor the parentsupernetAny MOAS pre X
in the original tableis consideredo be a “con rmed MOAS”
in the senseof SectionlV sincethe origin AS's in the BGP
tablesare deemedto be reasonablyaccuratein this regard.
However, a newnly created/24 of such a MOAS prex is
not consideredo be a “con rmed MOAS," thusallowing for
potentialdeletionsfrom the assignedset whenwe apply our
improvementrules. For easeof programming,we carry out
the subdvision into /24's for all encounteregre x es except
thosethat alreadycontaina subnetwith length 24 or longet
Our resultsmight improve if we carried out the subdvision
for all pre x es,but very few pre xesandpairsareaffectedby
this exception.The total numberof pre x esin our experiment
aftersubdiisioninto /24'sis 105,068 morethanhalf of which
arenewly created.

Recall that our improvementrules ignore traceroute-BGP
pathpairswith morethan?2 unavoidableerrors.Basedon the
initial BGP tablemapping,85.30%of the pairshave no errors,
10.67% have a single error, and 2.28% have 2 errors. The
remainingpairs all have more than 3 unavoidable errors but
male up only 1.75% of the pairs. After going through the
dynamicprogrammingbasedoptimization,only 0.55%of the
pairs have more than 2 errors. Most likely theserepresent
defectve pairs where the two pathsfail to corresponddue
to forwarding path changesduring tracerouteprobing, BGP
routing changespr other causes.

B. DP evaluation: DP-BGP and DP-HO

Thedynamicprogrammingalgorithmperformsoptimization
on eachpair of tracerouteandBGP AS path.Subsequentlywe
re-optimizethe assignmentor eachlP pre x by takulatingthe
resultsof the derived matchingsfor the pre x and applying

all pre xesthat are in the initial mappingand encountered the four rules of SectionlV. We then iterate the procedure.



TablelV summarizeghe resultsfor all ve experimentsDP-
BGPR, DP-HO, DP-OM, DP-OD, and DP-OS. It shavs the
bene t of iterative optimization.Eachrow is for oneiteration
of theimprovementprocedurelteration0 evaluateshe initial
mapping.In general lteration evaluatesghe mappingcreated
in Iteration . Recallthatthe nal iterationsimply expands
all MOAS's with morethan2 elementgo containall AS's that
matchthe pre x at least2% of the time.

We now describethe meaningof eachcolumnin the table.
The rst columnis the iteration number 0 beingthe starting
point. The “Mismatch” column indicatesthe percentageof
traceroute-BGRathpairswith atleastoneunavoidableerror.
“Error count” is the total numberof unavoidableerrorsin all
the pairs. An error is either a mismatchbetweenan AS in
the BGP pathandthe assignedAS of a tracerouteP address
usingthe dynamicprogrammingalgorithmor a skippedAS in
the middle of a BGP path.Note, we do not penalizefor AS's
skippedtoward the end of BGP path as traceroutemay not
reachthe destinationAS. Most pairs with unavoidableerrors
have 1 or 2 errors. The column labeled“Matched pre x es”
presentghe percentag®f pre xesencounteredn the dataset
thatdo nothave con icting matchingsThenumberof changed
assignment this iterationis shavn in “New maps”column.
The “Rule” columns contain the number of errors that are
expectedto be correctedby applicationof the corresponding
rule during the currentiteration. The valuesin parentheses
indicate the numberof pre xesto which the rule is applied
duringthe currentiteration.Only the rst rule canincreasehe
numberof errorsasit deletesan AS from an AS pair in the
mapping.The total numberof errorsto be correcteds shavn
in the “Expectedgain” column. The last column, marked by
“Actual gain; is the actualreductionin the total numberof
unavoidable errors comparedto the previous iteration. Note,
this numberis at leastaslarge asthe valuein the “Expected
gain” columnin thepreviousrow. It is oftensigni cantly larger
in the rst severaliterations,becausdéhe dynamicprogramre-
optimizesthe matchingsat eachiterationandthe reassignment
of onelP pre x may help us correctothererrorsaswell.

We now focus on the resultsof the rst experiment:DP-
BGPR All 5 experimentsconductedcorverge within 6 itera-
tions. The last iteration is where the nal step (4) of the
iterative procedureaddslikely AS's to someof the MOAS
assignmentdDP-BGPusesheinitial IP-to-AS mappingbased
on 200K pre xes from BGP tablesin Table Il. Initially,
only of the pairs have unavoidableerrors,indicating
that the BGP tables provide a fairly good starting point.
Most modi cations to the mappingare performedin the rst
iteration,asis the casein the otherfour experimentsTypically
the mostcommonchangein assignments replacemen{Rule
4). For example closeto pre x eshave theirassignments
replacedn DP-BGPduringthe rst iteration.Thereplacement
rule usually correctsfor the effects causedby sharing of
addressebetweensibling AS's, inaccurag of ICMP source
IP address,and routing anomalies.This provides a good
indication that the dynamic programmingalgorithm is per
forming ne-grainedcorrection.Thepreviousstudy[1] did not
considerreplacemenasa way to correctlP-to-AS mappings,
asit did not optimize over all the pathssystematically Our

algorithm is a signi cant improvementin this regard. We
obsene that the “Actual gain” is almostalways much larger
thanthe “Expectedgain” duringthe rst severaliterations.For
instance,the gain obtainedin Iteration 1 is , Which
is 35% more than the expectedgain of . This showvs
that value of reoptimizinganditerating.

Basedon the results of DP-BGR we conclude that the
dynamic programmingalgorithm is very effective in reduc-
ing the mismatchesbetweentracerouteand BGP AS paths,
while making a relatively small number of correctionsin
the mapping.As shavn, the numberof pathswith errorsis

reducedby more than from to . Similarly,
the total number of errors is cut by close to . The
numberof pre xeswith errorsis reducedby . All this

is accomplishedby making changesto the assignmentdor
only about pre xes. A closelook at the distribution
of the changesnadebasedon eachrule indicatesthat about
of the correctionsmadeare replacements, involve

creatinga pair of AS's, involve addingan AS to a MOAS,
anda nggligible numberinvolve deletionfrom a pair of AS's.

To compareour algorithmwith the previous study[1], look
rst atthe nal line for DP-BGPandthe rst line for DP-HO,
which evaluatesthe heuristicallyobtainedmappingfrom that
study Thereare mismatchedpairs initially as shavn
in lteration 0 for DP-HO, as comparedto the 5.23% for
the nal DP-BGP mapping.Moreover, our approach,when
applied to the heuristically obtained mapping, reducesthe
number of mismatchedpairs even further, to 3.08%. This
further improvementcan probably be attributed to the fact
that the heuristically obtainedmappingis more liberal in its
assignmenbf MOAS's thanis the BGP-table-basethapping.
It allows identi ed IXP's to mapto ary AS and ary pre x
that mapsto one of a pair of sibling AS's is assumedo map
to both. It is notawvorthy that during Iteration 0 of DP-HO,
165 pre x esareaffectedby Rule 1 which deletesan AS from
an AS pair. This is a signi cantly higher numberthan that
for DP-BGPandhencean indicationthat the liberality of the
heuristicallyobtainedmappingis not totally warranted.

TableV compareshe distribution of mappingsizesfor all
the 105,068pre xes encounteredn the datasetfor DP-HO
andDP-BGP The mappingsizeis the numberof AS's a pre x
mapsto. A smallnumberof pre x esin DP-HOmapto all AS's
asthey areidenti ed to be IXP's. We note that signi cantly
morepre xesmapto a single AS in DP-BGPthanin DP-HO
comparedto , as DP-BGP provides more
ne-grained correctionand is lessliberal in adding AS's to
mappings.

C. Rolustnessn initial IP-to-ASmapping: DP-OM

The third experimentDP-OM in Table IV illustratesthe
resilienceof our algorithmwith respectto errorsin theiinitial
IP-to-AS mapping.The errorsare introducedby assigninga
randomlychosen of the pre xesto a single non-eistent
“dummy” AS. The effect is quite obvious as more than
of the pairs contain unasoidable errors in Iteration 0, and
the number of errorsis more than four times that for the
initial BGP-table-basednapping! Remarkably the iterative



DP-BGP: usinginitial BGP-table-basethapping,1,860,448traceroutemeasurements
i Mis- Error Matched | New Rule 1 Rule 2 Rule 3 Rule 4 Expected | Actual
match count pre xes | maps | gain (map) gain (map) gain (map) gain (map) gain gain
0 | 14.70% | 410357 90.82% | 2853 -8 (6) 74071(1850) 43371(862) | 28652(135) 146086 0
1 8.17% 212880 93.77% 442 -17 (3) 8908(120) 3697 (221) 10271(98) 22859 197477
2 | 742% | 187121 | 94.23% | 47 0 (0) 16 (2) 1961 (16) 7010 (29) 8987 25759
3 | 6.96% | 177297 | 94.26% | 10 0(0) 62 (1) 451 (7) 461 9824
4 | 6.94% | 176833 | 94.26% 2 0(0) 0(0) (1) 2 6 464
5 | 6.94% | 176827 | 94.26% 1 0(0) 0(0) 0(0) 2 2 6
6 | 6.94% | 176825 | 94.26% | 27 0(0) 0(0) 0(0) 32535(27) 32535 2
7 5.23% 143697 94.27% - - - - - - 33128
DP-HO: usingHeuristically Optimizedmapping,1,860,448traceroutemeasurements
0 9.27% 265459 91.67% | 2539 | -122(165) 27286(1298) 17347(592) | 46891(484) 91402 0
1 4.96% 142129 94.19% 323 0 (5) 6691 (68) 1566 (149) 7112(101) 15369 123330
2 | 454% | 125688 | 94.53% | 29 0) 12 (2) 119 (7) 3552 (19) 3683 16441
3 | 4.36% | 121945 | 94.55% 3 0(0) 0(0) (1) 114 (2) 118 3743
4 | 435% | 121827 | 94.55% 1 0(0) 0(0) 0(0) 2 2 118
5 | 4.35% | 121825 | 94.55% 1 0(0) 0(0) 0(0) 2D 2 2
6 | 4.35% | 121823 | 94.55% | 64 0(0) 0(0) 0(0) 24428(64) 24428 2
7 3.08% 96786 94.59% - - - - - - 25037
DP-OM: omitting 10% of randomlyselectedBGP-table-basedhapping,using 1,860,448traceroutemeasurements
0 | 54.11% | 1700492| 81.70% | 9153 -4 (5) 728816(8025) | 83330(1018) | 17197(105) | 829339 0
1] 17.98% | 476275 | 91.49% | 1866 0 (9) 35649(995) 45904(483) | 41894(379) | 123447 | 1224217
2 | 12.01% | 289402 | 93.30% | 509 0 (1) 6582 (226) 4888(74) 23019(208) 34489 186873
3 | 10.15% | 247750 | 93.73% | 97 0 (0) 131 (21) 237 (16) 4176(60) 4544 41652
4 ] 9.88% | 242295 | 93.79% 23 0 (0) 39 (6) 82 (3) 232 (14) 353 5455
5] 9.86% | 241919 | 93.81% 1 0 (0) 0 (0) 0 (0) 12 (1) 12 376
6 | 9.86% | 241907 | 93.81% 159 0 (0) 0 (0) 0 (0) 60911(159) 60911 12
7| 657% | 175977 | 93.88% - - - - - - 65930
DP-OD: omitting tracerouteprobing destinationspsing 242,836traceroutemeasurements
0 | 13.10% | 46653 91.37% | 1169 0 (0) 7448(775) 4566 (337) 3406 (57) 15420 0
1] 7.73% 25728 93.97% 198 0(2) 895 (49) 492 (83) 1786 (64) 3173 20925
2 | 6.89% 22265 94.33% 42 0 (0) 1(7) 102 (8) 1034 (33) 1137 3463
3| 6.46% 21081 94.39% 16 0 (0) 1(7) 11(3) 146 (12) 158 1184
4] 6.41% 20917 94.42% 4 0 (0) 0 (0) 6 (2) 58 (2) 64 164
5| 6.38% 20853 94.42% 1 0 (0) 0 (0) 0 (0) 1(7) 1 64
6 | 6.38% 20852 94.42% 9 0 (0) 0 (0) 0 (0) 3986 (9) 3986 1
7 4.79% 16749 94.42% - - - - - - 4103
F | 712% | 190511 | 91.93% - - - - - - -
DP-OS omitting tracerouteprobing sourcesusing 938,37 7traceroutemeasurements
0 | 18.45% | 264925 | 91.56% | 2721 -4 (4) 35063(1753) | 26137(835) [ 19322(129) 80518 0
1| 11.61% | 149943 | 9451% | 436 93 7683(135) 8422(207) 7935(91) 24031 114982
2| 9.88% | 124373 | 94.98% 56 23 7(2) 431(19) 6340(32) 6776 25570
3 | 9.20% | 116817 | 95.02% | 13 0(0) 14 () 476 (4) 85 (5) 575 7556
4 | 9.14% | 116217 | 95.03% 1 0(0) (D) 0(0) 0(0) ) 600
5 | 9.14% | 116213 | 95.04% | 17 0(0) 0(0) 0(0) 31783(17) 31783 1
6 5.94% 84194 95.04% - - - - - - 32019
F 6.34% 165630 94.09% - - - - - - -
TABLE IV
DP-BGP,DP-HO, DP-OM, DP-OD, DP-OS: ITERATIVE OPTIMIZATION USING DYNAMIC PROGRAMMING.
[_Mapping size | DP-HO DP-BGP | convergeswith only of the pairs having unavoidable
all AS's 56 (0.05%) 0 ) .
T 88583(84.31%) | 97958(93.23%) errors,fa_|rly closeto the nal resultin DP-BGP We obsene
2 16278(15.49%) | 6762 (6.44%) that,aswith DP-BGR thereplacementule (Rule 2) is themost
i 125( éoéif/"/)o) ‘2129( éoéig/"/;) frequentlyinvoked,althoughherewith muchhigherfrequeng.
01% 04% . . .
= 3 (0.00%) 2 (0.00%) Typically, the rulg wheninvokedreplaceghe dummyAS with
6-15 0 13 (0.01%) the correctmapping.
TABLE V D. Rolustnessn the setof pairs used:DP-OD, DP-OS

DISTRIBUTION OF MAPPING SIZE: NUMBER OF AS'S EACH PREFIX MAPS

algorithm steadily reducesthe errors in the mapping and

TO.

So far all our analysisis basedon the entire traceroute
and BGP dataset collectedin the previous study [1], where
an extensie setof traceroutemeasurementwere performed
asa rst attemptto study techniguesneededfor an accurate
AS-level traceroutetool. In that study tracerouteargetswere
selectedbasedon the local BGP table;two IP addressesiere



probedfrom eachpre x, yielding atleast200,000IP addresses
from eachvantagepoint chosenFromall eightvantagepoints,
we have over 1.8 million tracerouteresults.Clearly, if onecan
reducethe numberof probeswithout sacri cing the accurag
of theresultingmapping,it becomesnorepracticalto perform
the probingregularly, aswill be necessaryf we wantto keep
our mappingup to date.Minimizing the numberof probesis
alsoanimportantrequirementor the scalabilityandef ciency
of our desired AS-level traceroutetool. Previous work [5]
suggestedthat increasing probing sourceshas less bene t
comparedto adding probing destinationsfor the purposeof
discovering network topology We studythe effect of reducing
both probing sourcesand destinationson our nal mapping.

Each traceroutemeasuremenprovides the correlationbe-
tween a pre x level path and its correspondingBGP path
from the local BGP table. Some quick analysisshavs that
thereis signi cant redundang in our overall setof pairs,and
so smallersetsmight sufce. Oneway to reduceredundang
is to simply probeone destinationlP addresgor eachunique
BGP path at a given source,even if that path corresponds
to multiple pre xes. We simulatethis by randomly selecting
just one of our pairsfor eachBGP path at eachsource.This
reducesour work: DP-OD usesonly 242,836pairs— 13% of
the measurementm the full dataset. However, it sacri ces
coverage of the addressspace, since mary measurements
sharingthe sameBGP pathto differentIP addressesliffer in
their pre x-level paths.Applying our dynamic-programming-
basedapproachto this set of pairs and the BGP-table-based
mapping (DP-OD in Table IV) we get surprisingly good
results. The rst eight rows indicate iterative improvement
in reducingerrors and mismatchedpathssimilar to that for
DP-BGP However, we shouldfocus our attentionon the last
row, markedwith “F.” This shaws the resultof takingthe nal
mappingobtainedfrom the reducedsetof pairsandevaluating
it againstthe entire datasetof all 1.8 million traceroute-BGP
pairs. The resultis quite closeto the nal resultin DP-BGP
with only slightly more errorsand mismatchedairs.

DP-OD focuseson reducingthe probing destinationslt is
equallyimportantto understandhe impactof probingsources
on the usefulnes®f measuremendata. To study this impact,
we picked four vantagepoints (AT&T Research,Univ of
Washington,Nortel, and PeakWeb Hosting) out of the eight
locationsin Tablel, basedon their diversity in topology and
network connectvity. This roughly halved the numbersof
measuremen@ndpairs.TheresultsareincludedunderDP-OS
in TableIV. Onceagain,the nal matching,when evaluated
againstthe full setof pairs,is almostasgoodasthat obtained
usingthefull set.Indeed,t is slightly betterthanthatobtained
for DP-OD, perhapsre ecting the fact that here we useda
bigger subsetof pairs. Both resultstogether however, help
male the casethat our approachs robust with respectto the
setof input pairswe use,althoughat leasta small price must
be paid for using less completesets.Note also that in both
caseawe still get substantiallyfewer mismatcheghandid the
heuristicallyoptimizedmappingof [1], eventhoughthe latter
usedthe full setof pairs.

[ Mapping | Identical | Disjoint | Comparison target |
DP-BGP 97.10% 1.76% BGP
HO-BGP | 90.00% 0.00% BGP
DP-HO 90.28% 0.04% DP-BGP
DP-OM 95.84% 3.40% DP-BGP
DP-OD 97.80% 1.16% DP-BGP
DP-OS 99.56% 0.10% DP-BGP

TABLE VI

COMPARING THE SIMILARITY OF NEWLY CREATED | P-TO-ASMAPPINGS.

Category Existing | Created
pre xes 124's
Rule 1: Deletefrom MOAS-pair | 0.00% 0.23%
Rule 2: Replacea singleton 12.92% | 46.00%
Rule 3: Createa MOAS-pair 10.69% | 25.34%
Rule 4: Add to MOAS 1.77% 3.05%

TABLE VII
DP-BGP: DISTRIBUTION OF FINAL 3050 MAPPING CHANGES.

E. Comparingall experiments

We now compareghe mappinggesultingfrom all  ve exper
iments(DP-BGR DP-HO, DP-OM, DP-OD, and DP-0OS),the
initial BGP-table-basedapping(BGP), andthe heuristically
optimized mappingof [1] (HO-BGP). Table VI shaws for a
given combinationof mapping and comparisontarget, how
mary assignmentarethe sameandhow mary arecompletely
disjoint. Some of the mappingsmay overlap and constitute
the third case.Let us rst look at how DP-BGP and HO-
BGP compareto BGR, the mappingfrom which they areboth
derived. SurprisinglyDP-BGPmodi es the BGP assignments
forlessthan  of thepre xescomparedo for HO-BGR
This comparisorshows that our dynamicprogrammingbased
algorithm makes signi cantly fewer changesto BGP, while
reducingthe numbemismatchegbairsby a signi cantly larger
amount.(Thereareno disjoint pre x esbetweenHO-BGP and
BGR asHO never deletesary AS's from an assignment.)

The rest of the table shovs comparisonsavith DP-BGR to
illustratethe effect of perturbingthe initial mappingor reduc-
ing the setof pairs. The mappingsrom all four experiments-
DP-HO,DP-OM, DP-OD,andDP-OSagreewith thatfor DP-
BGPin over of theassignmentdDP-HOis theworst, asit
startsfrom HO-BGPratherthanBGP. DP-OSdoesremarkably
well, asthe agreemenis closeto 100%.This explainswhy the
mappingworks so well over the entire dataset. In the future,
we planto develop a schemecombiningDP-OD and DP-OS
to further reduceprobing.

V1. VALIDATION

In general,validating an IP-to-AS mappingis hard due to
the lack of accessto information in network con gurations.
We must rely on information obtainedfrom other sources,
both public and internal, which themseles are incomplete.
Also, sinceour approachis differentin naturefrom previous
ones, different sorts of validation are needed.An important
distinction betweenour new algorithm and previous work is
that the changesto the IP-to-AS mappingsare all basedon



pre x esandwhat our dynamicprogrammatcheghemto, and
notdirectly basedninferredrelationshipdetweenmS's or on
inferred IXP's. Therefore,our validation is basedon nding

explanationsfor the changesrather than on con rming the
inferredrelationshipsTypically, onetype of changecanhave
several explanations.

As in [1], we rst use router con guration data from
AT&T's network, AS 7018, and the entry for the
correspondingAS's (using organizationnames)to validate
changesof IP-to-AS mappingswhere AS 7018 is involved.
We found a total of 54 such cases.Recall that the IP-
to-AS mappingsresulting from the dynamic-programming-
basedapproactcould have two categoriesof pre xes:pre xes
existing in the original IP-to-AS mappingand newly created
[24 pre x es.Changeganbeappliedto eitheranexistingpre x
or anew /24 pre X.

As seenin Table VII, replacementis the most common
changeappliedto an IP-to-AS mapping.Mismatchesare x ed
by replacingthe AS in the original mapping,commonlyby its
sibling or customelAS. Sibling AS's are ownedandmanaged
by a single organization.They may share addressspaces,
with one AS numberingsomeof its equipmentusing part of
an addressblock originated by another In addition, an AS
doesnot necessarilyannouncethe addressesssignedto its
equipmentvia BGP. Sometimesheseaddressefall into larger
addressblocks originatedby its sibling or provider.

In our validation, we considerthe replacementr018 by
anotherAS tobevalidif AS isasibling or a customerof
AS 7018. Using the con guration data,we are able to verify
18 out of 22 suchcasesthey are all customersof AS 7018.
The replacemenbdf anotherAS by AS 7018is valid if AS

is a sibling or customerof AS 7018.We canverify 7 out of
10 suchreplacementsThe caseswe were unableto validate
couldbedueto errorsin theinference pbut aremostlikely due
to incompleteor not up-to-daterouter con guration data.

Our algorithm could also produce nev MOAS pre xes.
Theseare commonlydue to sibling AS's, customerAS's, or
IXP's. In all the casesthat correspondto customersof AS
7018,the pre x wasspeci edin a staticrouteassociatedvith
one or moreaccesdinks to a customerThis meansAS 7018
originatedtherouteto this pre x on behalfof a customerthus
the pre x referrednot to the equipmentinside the backbone
but ratherto addresseén the customers network. We found
16 newly identi ed MOAS pre x esinvolving AS 7018,14 of
them correspondo siblings or customersof AS 7018. There
are also 6 modi ed MOAS pre xes, 2 of them are IXP's
connectedvith AS 7018andtherestaresiblingsor customers
of AS 7018.0Overall, we con rm 45 out of 54 changeg83%)
to the IP-to-AS mappings Thoughwe arenot ableto validate
all the caseswe did not nd ary evidencethat contradictshe
changedhat the dynamicprogrammingalgorithm applied.

For the rest of the inferred MOAS pre x es that are not
veri ed usinglocal con gurationdata,we queried using
the AS numberor pre x to seeif thedescriptioncontainedhe
words “exchangepoint” or “Internet exchange”. This check
succeededor 24 of our 1246 MOAS inferences.Then, we
comparedour resultsagainsta list of known IXP's that was
derivedfrom [6] and[7]. This con rmed 24 of theinferences,

including well-known IXP's over the entire world such as
InternetExchangein Japan,Vienna,Paris, Hong Kong, New

York, andSanJose For example,the fth hopin thetraceroute
examplein Figurelis veri ed to bethe Calrenexchangepoint.

Comparingo theresultsin [1], thenew approachdenti ed 11

additionallXP's amongthe MOAS pre x es.Most of themare
in Europeor of smallsizein theU.S.,amongthemarelXP'sin

Vienna, Switzerland,France,London, SanDiego, New York,

Chicago,and Miami. In the previous approachthe fan-inand
fan-out AS count for thesepre xesis lessthan 2, causing
themto be missed.Using both methodswe identify 38 of the

inferred MOAS pre xesasIXP's. We alsorandomlysampled
10 out of the remaining1208 MOAS pre xes. We found 4

that appearto have similar namesand are likely siblings, 3

thatappearto have a customermprovider relationshipsinceone
of the AS's is a tier-1 ISP and the addressspacehas been
divided into smallerblocks, and the last 3 casesare unclear
basedon registry nameinformation.

With more completedata sources,a more thorough vali-
dation might be possible,but even the limited amountpre-
sentedhere, togetherwith our mismatch statistics, supports
the hypothesighatour dynamic-programmindpasedapproach
producesan IP-to-AS mapping of substantially improved
quality and can be quite effective in the context of an AS-
level traceroutetool.

VIl. RELATED WORK

Recentmeasuremergtudieshave quanti ed the differences
betweenBGP and tracerouteAS paths.The analysisin [8]
shaved thatthesedifferenceshave a signi cant impacton the
characterizatiof the Internettopology Thework in [9] used
publicly-available data(suchas whois lists of known IXP's,
and other Web sites)to testthe hypothesisthat mary of the
mismatchestemfrom IXP's andsiblings. To improve the ac-
curag of AS graphsderivedfrom traceroutethe work in [10]
proposedechniqueghatidentify borderroutersbetweenAS's
to correctmistalen AS mappingsthis is analternateapproach
that handlessomeof the inaccurag introducedby IP-to-AS
mappingderivedfrom BGP tables.Traceroutedatahave been
usedin otherstudiesthat measureouterlevel topologiesand
map routersto AS's [11], [12]. Exceptfor handling certain
tracerouteanomaliessuch as unmappedIP addressesthese
studiesdid not focus on improving the accurag of the IP-to-
AS mappingderived from the BGP routing tables.

Focusing solely on BGP AS paths, the work in [13],
[14] presentedalgorithmsfor inferring AS-level commercial
relationships,including siblings; however, these studiesdid
not considerthe in uence of sibling AS's on the accurag
of tracerouteAS paths.Previouswork [1] relied on traceroute
pathsandBGP updatescollectedfrom multiple vantagepoints
to a large number of destinationsthroughoutthe Internet
and proposedheuristicsfor identifying IXP's, siblings, and
othercauseof mismatchedo improve the IP-to-AS mapping
appliedto the traceroutepaths.

VIII. CONCLUSIONS

This work attemptsto provide a systematicsolutionto the
problemin [1]. In contrastto previous work, we formulate



the problemof evaluatingan IP-to-AS mappingin termsof a
collectionof optimizationproblemsover the setof path-pairs,
problemsthat can be solved ef ciently by dynamicprogram-
ming. We also provide an iteratve schemefor improving a
mapping, basedon the solutionsto all the path-pairmatch-
ing problems. Togethey theseyield a robust algorithm for
constructingnearoptimal IP-to-AS mappingsand identifying
accurateAS-level traceroutepaths.The techniquegpresented
in this work canexploit all the path-pairancludingthosewith
incompletepaths.They do not rely on the understandingpf
common operationalpracticesor dependon additional data
sourcesalthoughbasedon our limited validation studies,the
mappingsthey automaticallyproduceseemto be effective at
revealing relationshipsthat previously could only be inferred
by detailedstudy of network data.

Our ultimate goal is to build a scalableand accurate
AS-level traceroutetool. This would help network operators
to diagnoserouting and performanceproblems.Researchers
could also useit to build a more accuratelnternettopology
map and to help deducelnternet path propertiesin network
tomographyfor example.

In our ongoingresearchwe are addressinghe following
issueskFirst, our algorithmassumeshatthe IP-to-AS mapping
is stable.We are investigatinghow frequently the mapping
changesndhow to updatethe mappingupondiscoveringsuch
changesSecondwe areinvestigatingthe impactof changing
the set of rules we use to improve IP-to-AS mappings.
Although our experimentalresultsshav thatthe currentsetof
ruleswork very well, we areexploring additionalor alternatve
rulesthat might further reducethe mismatchratio of our nal
mapping. Third, we are continuingto investigatethe trade-
off betweenthe natureand numberof probingsmadeandthe
quality of the mappingsderived from the resultingsetof path-
pairs,sincethe major effort in this whole processemainsthe
collecting of pairs.
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APPENDIX
A. DynamicProgrammingDetails

Let bea mappingwith associategre x set , where

assignsa set of AS's to eachpre x . Suppose
we are given a pair , where is a
sequenceof IP-addresse and is

a sequenceof AS's. Our goalis to nd a matching which

minimizes , asde ned in Sectionlll.
For ary IP-address and AS , let be the
penalty for matching to . In our case is O if

, Where is the longestpre x in
thatmatches , and1 otherwise Thefollowing algorithmwill
however work for arbitrary choicesof . If is a matching
for and , de ne

Thisis thecostof thematchingrestrictedo the rst  pre xes
in . Then,for and , de ne
to be the minimum value of over all matchings
with

Note that is the optimal

cost of a matchingfor and , underthe assumptionthat
thereis no penaltyfor failure to matchAS's after . We
can compute this minimum using straightforvard dynamic
programming.The initial conditionsare

For the recurrencerelation, we have that for and

Thesecanbe computedn orderof increasing , andfor each

in order of increasing . In caseof ties, we choosethe
maximum

The actual algorithm for computingthe matchingwill of
coursehave to keeparecordof which optionwasthe minimum
for each

Let betheindex of the AS assignedo the

pre x underthe assignmentletermining .In

otherwords, is that , thatminimizes



The optimal assignments then computedas follows:

argmin

isthevalueof thatminimizes

. Notethattherunningtime for this algorithmis

A more complicatedalgorithm can reducethis to
Given its higher constant-&ctor overheadand the fact that
was so small in our instanceswe did not implementthis
version,but presenits detailsbelov asthey maybe of interest

to future researchers.

We now usetwo variablesin our recurrenceThe rst is

simply thevariable from our rst algorithm,which
we will now call . The second, , is
de ned to be the minimum value of over all
matchings for which and . The

initial conditionsfor are the sameas before,while those
for are

for and . The recurrencerelationsfor
and now become

In orderto constructthe matchingwe store new variables

and , Where is the
index (1 or 2) of the function that provided the minimum in
computing . We deducethe matchingfrom these
variablesasfollows:
As before, we let be the that minimizes
. Given that has beencomputedand
, We compute asfollows.
1) If , set
2) Otherwise,
a) Set
b) While , set

c) Set
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